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Internet Users in the World
by Geographic Regions
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11919 Threats to Information Security

Categories of threat

Examples

. Acts of human error or failure

. Compromises to intellectual property

. Deliberate acts of espionage or trespass

. Deliberate acts of information extortion
. Deliberate acts of sabotage or vandalism

. Deliberate acts of theft

. Deliberate software attacks
. Forces of nature

. Deviations in quality of service

from service providers

. “Technical hardware failures or errors

. Technical software failures or errors

Technological obsolescence

Accidents, employee mistakes

Piracy, copyright infringement
Unauthorized access and/or data collection
Blackmail of information disclosure
Destruction of systems or information

lllegal confiscation of equipment or
information

Viruses, worms, macros, denial-of-service
Fire, flood, earthquake, lightning

Power and WAN service issues

Equipment failure
Bugs, code problems, unknown loopholes

Antiquated or outdated technologies

a o d
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Who is the biggest threat to your organization?

Tom Twostory
convicted burglar

Dick Davis a.k.a.
“wannabe amateur hacker”

Harriet Allthumbs
Employee
accidentally
deleted the one copy
of a critical report

A
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