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System Hardening

UaooAsua:lwumsnduAy

msavAs:uuliUaaans (System Hardening) Ad ns:usumsaavadaulus:uu lagmsUansatwandonluisndu usumsaoain

msUamsidviu Service

Kéd Port Al NUU

a8 wMsavAs:uUlKUaD aNENWUUDE

msUa Default Account HSo

wWasusHanuANsuaU

g

msavmuloneskiasnu

ALV GovlanNUsSWIAY

AUENITUAT

'S s ()
%ﬂ'@ i)
msUa Remote Access mstUald Firewall ua:
AlusnOu ua:td VPN unu Logging NALNSNASNEIU
gouHavla




NIST Cybersecurity Framework
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Secure Configuration
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DoS / DDoS ua: Web-based Attacks
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Web-based Attacks
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J Malware: Virus Worm Trojan Ransomware

J Phishing 1a: Social Engineering

J Insider Threats 1a: Human Error
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From: Kasikom Bank Intermet Banking <ib3@mondoremad co o>
Date: November 13,2011 436 44 PM GMT+07 00

To: undisclosed-recpients

Subject Your Account Validation is Required

Phishing ua: Social
Engineering

Message |ID 847340333
Dear Esteemed Kasikorn Bank Customer

Your Account requeres Vakdahon We are hawng problems vahdating your accounnt ‘We would
ke you 10 vahdate your account with us 10 préevent account suspension

To Degn, 109 ON 10 OUr SeCUre server with your User 1D and Password and proceed 10 updating

YOUr acCon mntinformahon with us

ang \'ull!y YOUT @0Cour n v

s . ¢ . o - - - ~ - -
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Kasikorm Bank will bear no responsibiity for any 1oss f no achon is followed This Emad is subject

10 mndatory monitonng, ACCess 10 your oniing Banking will be suspended if no achon IS taken

911 sHamu Huelavuasiasaa tWudu losunuilugyuuvudiua

Kasikom Bank , Thaltand will Always send you Emails as regards 10 account
mantanance Please view our privey polcy statements - < - ﬁ - = AR
HSavulsavasu QAATBUDVISY 01N alauanuoINsuIns

©2011 KASIKORNBANK PCL All nghts reserved

Sot Rat Burana 27/1 . Rat Burana Roa at Burana Sub-Distnct. Rat Burana Distne 2l S 8 ‘o -t b b e . e - e « -
St e R At Lo SRS Lo AU VN UUE DUsuRuasiinanwaduguddau tdudu

Bangkok 10140, Thailand Y..k.;.!,. e +68 2888 8300 Telatax +66 2888 B882
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